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1
Decision/action requested

We would like to inform SA3 of the latest version of a specification regarding an extension to EAP-AKA’ that can provide Perfect Forward Secrecy. Review and comments relating to this extension are welcome.
2
References

[1]
3GPP TS 33.501, “Security architecture and procedures for 5G system” 

[2]
IETF RFC 5448, “Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')” 

[3]
IETF Internet-Draft draft-arkko-eap-aka-pfs-03, “Perfect-Forward Secrecy for the Extensible Authentication Protocol Method for Authentication and Key Agreement (EAP-AKA' PFS)”

3
Rationale

3GPP TS 33.501 [1] refers to RFC 5448 [2] for EAP-AKA’ authentication. 

We would like to inform the SA3 that IETF has chartered a working group for enhancements related to EAP methods. This working group, the EMU WG, has this time work item in its charter:

- Develop an extension to EAP-AKA' such that Perfect Forward Secrecy can be provided. 

Such functionality could be used to provide improved security characteristics even in the 5G context; given the easy way that EAP-AKA’ can be extended, such improvements could be introduced with relatively small effort and limited impact to the rest of the system.

The Internet-Draft [3] is the specification for the Perfect Forward Secrecy functionality.

The draft is available at https://tools.ietf.org/html/draft-arkko-eap-aka-pfs-03
A diff to the previously published version is available here:

https://tools.ietf.org/rfcdiff?url2=draft-arkko-eap-aka-pfs-03.txt
For your convenience, the change notes regarding the the -03 version of this draft read as follows:

Changed the naming of various protocol components, values, and notation to match with the use of ECDH in ephemeral mode.  The AT_KDF_PFS engotiation process was clarified in that exactly one key is ever sent in AT_KDF_ECDHE.  The option of checking for zero key values IN ECDHE was added.  The format of the actual key in AT_PUB_ECDHE was specified.  Denial-of-service considerations for the PFS process have been updated.  Bidding down attacks against this extension itself are discussed extensively. This version also addressed comments from reviewers, including the August review from Mohit Sethi, and comments made during IETF-102 discussion.

4
Detailed proposal

We would like to invite the SA3 note the existence of this functionality and to review the specification and provide any feedback that may be necessary. 
